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This project designs, implements and simulates the deployment of a decentralized communication
system for mobile loT devices on an ESP-NOW mesh network for industrial factories and agriculture, where
devices are spread over wide areas, may be relocated, and no Wi-Fi or cellular infrastructure is available. The
focus is the self-organizing multi-hop communication path. The system consists of one Master station and five
loT devices built on ESP32-S3 boards with external 3 dBi antennas and real DHT22 temperature and humidity
sensors as data sources. All nodes run identical firmware and select their own routes using a Decentralized Ring-
Ladder scheme: two-way link-state advertisements are exchanged every 2 s, reachability rings are computed by
breadth-first search, and seniority within each ring is ordered by RSSI quantised in 4 dB buckets. The Master never
assigns routes. Firmware v32 adds per-attempt instrumentation so that the packet delivery ratio (PDR) can be
measured directly.

The simulated system was designed around the components of real deployment in factories and farms:
(1) devices are relocated frequently, so every device re-selects its route without reprogramming; (2) metal
structures and obstacles cause weak and asymmetric links, so multi-hop relaying is combined with two-way link
proof; (3) the sites lack communication infrastructure, so ESP-NOW is used without access points at low cost; and
(4) data must arrive complete, so end-to-end acknowledgement and retransmission are used. These
components address signal dead zones and raise the efficiency and potential of the system in practical use.

Six deployment-scenario field tests on real hardware showed that the Master received every sequence
number of 445 packets, a PDR of 100% (one-sided 95% lower bound 99.33%), including 5-hop delivery at 47-54
m per hop over a 242.22 m straight-line span, compared with about 65% for v31. End-to-end acknowledgement
latency grows by about 12.8 ms per hop. An empirical path-loss model fitted to field data gives n =3.19 and O =
12.5 dB, confirming that route selection must rely on measured link quality. The seven units cost 8,455 THB in
total with no recurring fees.

A repeat 5-hop test at a similar range in an open rice field (229.94 m straight-line span), run continuously
for 61 minutes, delivered all 738 sequence numbers to the Master (PDR 100%, one-sided 95% lower bound
99.59%), with 164 packets carried over the full 5-hop path and a first-attempt success rate of 98.9%.

The system can be extended in two directions to raise its potential: artificial intelligence (Al) can assist
route selection using the link-quality data already logged by the firmware, and inter-device RSSI can be used to
localize mobile devices for asset tracking in factories and farms.

Keywords: mobile loT devices, ESP-NOW, mesh network, decentralized routing, deployment simulation
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This project presents the design, implementation and deployment simulation of a fully decentralized
communication system for mobile loT devices on an ESP-NOW mesh network (2.4 GHz, channel 6) for industrial
factories and agriculture, where devices are spread over wide areas, may be relocated, and no Wi-Fi access point
or cellular coverage exists. Its focus is the self-organizing multi-hop communication path. The system comprises
one Master station, five sensor nodes (Node1-Node5) and one spare unit (7 units in total). All sensor nodes run
the same core firmware (MeshCore.h), act simultaneously as data sources and relays, and compute their own
routes from two-way link-state advertisements exchanged every 2 s, following the Decentralized Ring-Ladder
principle: reachability rings are computed first by breadth-first search, and seniority within a ring is then ordered
by RSSI quantised into 4 dB buckets. The Master never assigns routes; it only broadcasts a 2 s heartbeat, receives
and de-duplicates data, and returns end-to-end acknowledgements along the reverse path.

The simulated system was designed around the components of real deployment in industrial factories and
agriculture, in order to solve practical problems and raise the efficiency and potential of the system: (1) device
relocation — every device runs the same firmware and re-selects its route while being moved, as confirmed by
walking the nodes in every test; (2) obstacles and asymmetric links — multi-hop relaying, two-way link proof and
external 3 dBi antennas reached 242.22 m over 5 hops; (3) no infrastructure — ESP-NOW communicates device-
to-device with no recurring fees; the prototype hardware cost of 8,455 THB (7 units) is relatively high because
high-performance development boards (ESP32-S3, 16 MB flash, 8 MB PSRAM) were chosen for detailed logging
and analysis during the simulation, and it can be reduced further in real deployment, e.g. with lower-memory
modules and a custom PCB; (4) data reliability — end-to-end acknowledgement, retransmission and duplicate
filtering achieved a PDR of 100%; and (5) maintainability — every device logs its route and link quality, shown at
the Master and on the Blynk dashboard.

Firmware v32 adds per-attempt instrumentation (attemptld), on-device Metrics counters and an offline log
analyzer (analyze logs.py) with 163 additional verification checks, making the packet delivery ratio (PDR) directly
measurable. Six field tests were carried out on 12-13 October 2026 around the EN6 building of the Faculty of
Engineering. In the five tests with complete Master-side logs, the Master received 445 unique packets with
contiguous sequence numbers from every node, i.e. a PDR of 100% (one-sided 95% lower confidence bound
99.33%). In the long-range 5-hop test (47.19-54.29 m per hop, 242.22 m straight-line span) the PDR was 100%
over 74 packets, and all 7 duplicates were correctly filtered. End-to-end acknowledgement latency grows by
about 12.8 ms per hop (38-88 ms at 5 hops). These results improve on v31, which showed intermittent loss at
maximum span (long-range hop test PDR = 65%), and on v20-v27.4 (61-67%). The routing logic passed 1,198,542
simulated assertions. Future work includes Al-assisted selection of the best route and RSSI-based localization of
mobile devices.

A repeat 5-hop test at a similar range in an open rice field (229.94 m straight-line span), run
continuously for 61 minutes, delivered all 738 sequence numbers to the Master (PDR 100%, one-sided 95%
lower bound 99.59%), with 164 packets carried over the full 5-hop path and a first-attempt success rate of
98.9%.
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