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ABSTRACT

This project aims to study and implement Security Onion, an open-source
platform for Network Security Monitoring (NSM) and Intrusion Detection System (IDS),
to enhance network visibility and detect cyber threats. Security Onion integrates
essential tools including Host-based Intrusion Detection System (HIDS), Network-based
Intrusion Detection System (NIDS), and the ELK Stack for collecting and presenting alert
data. The implementation involved deploying a cluster configuration and setting up
traffic mirroring on the core switch. Testing was conducted by simulating attacks using
Nmap Script Engine. The results demonstrated that the system successfully detected
and alerted various attack patterns, including cross-network attacks from Wireless Local
Area Network (WLAN) to Virtual Local Area Network (VLAN), attacks within the same
VLAN, and attacks from outside the network. This shows that Security Onion is an

effective solution for enhancing network security and aligns with the project objectives.



